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The model shows key processes that affect electronic records. The records are represent-
ed by the central, grey, circle. The processes (“create”, “capture” etc.) are represented by
the coloured shapes surrounding the records.

The number of processes shown [the granularity, or level of detail of the model] is some-

what arbitrary. Several other representations are possible, and would be more appropriate

for different purposes; the above has been chosen specifically to relate to standards. To

interpret these processes:

€ Create includes not only the creation of records within an organisation, but also receipt
of records from outside the organisation.

€ Capture includes the registration, classification, and the entry of records management

metadata.

Use includes search, retrieve, browse, render, maintain, review etc.

Preserve is the processes required to maintain accessibility over time.

Manage includes maintaining access controls and disposition authorities.

The order of the processes shown is not significant, because they can occur in different

sequences in different settings.

Simplifying greatly, the key standards applying to electronic records management can be

related to these processes as shown in figure A7.2.
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The relationship shown above between the standards and processes is repeated at the end
of this section in a form that does not require colour.

This model traces the extent of the standards’ relevance - very approximately - using
coloured lines superimposed on the processes. Each coloured line represents one or
several standards. Where possible, the standards are shown by their common name (e.g.
PDF/A, OAIS] rather than by their less-descriptive standard number (e.g. 1ISO 19005, ISO
14721); refer to section 1 of this appendix for formal titles. Note that any model of this kind
can only give a rough indication - it is not possible to show all details of all the interactions
of processes and standards; to some extent the inclusions and omissions reflect a subjec-
tive view.

Only the standards that are considered as the most important are included in this diagram;
others are excluded. The criteria for inclusion and exclusion are judgemental.

The model is explained below. Standards that are applicable across many processes are
explained below, followed by the standards relevant to each of the processes.

ISO 15489 and MoReq2

ISO 15489 and MoReg? both cover the entirety of the processes affecting electronic re-
cords. Accordingly, they are shown as encircling all the processes.

XML

XML is shown as being relevant to almost all processes - all except store and destroy. Its
relevance varies greatly according to the environment. In principle however, it can influence
the format of record creation then the way in which the metadata is stored and expressed
at capture and during later use; it is an important standard facilitating the interpretation
of metadata and content in long term preservation; it can be used to provide a common
schema for transfers between systems; it can be used to describe access and schemas
and disposition authorities.

Metadata

Metadata standards are relevant to the processes of capture, use, preserve, transfer
and manage. These include 1SO 23081 (which covers all aspects of records management
metadata), Dublin Core (which specifies a standard set of metadata for discovery), 1SO
639 (controlled vocabulary for language codes), ISAD and ISAAR (approaches to the use of
metadata for record keeping and archival description) and 1SOs 2788 and 5984 (thesaurus
standards).

Create

The major standards consideration in the process of records creation is the format of the
record. Many format standards exist, including RFCs 2821/2822 (for e-mail), ISO 216, TIFF
and JPEG (for scanned images), and PDF/A.

Capture

Metadata standards of all kinds apply strongly to the capture process. Some of the format
standards affecting capture are also relevant from the point of view of extracting metadata
values automatically. Standards affecting legal issues also apply to capture, namely ISO
15801 and 1SO 12654.

Use

The standard governing GUIDs (globally unique ids), X.667, affects the way electronic re-
cords are used, as do standards relating to legal issues, ISO 15801 and ISO 12654.

Preserve
The key standard for digital preservation is OAIS; this provides a framework for the design

and management of preservation activities. 1SO 18492 also provides general guidance.
Most preservation work relies greatly on the use of metadata standards; and a key stan-
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dard is PDF/A, which describes a preservation format. Standards for electronic signatures,
X.509 and XKMS also have a bearing on preservation issues.

Transfer

The use of metadata standards is essential to transfers between organisations or between
systems.

Manage

Metadata standards can support the processes of managing access and retention. Also
relevant are the legal standards, 1ISO 15801 and 12654.

Store
ISO 12142 addresses a small aspect of storage, related to storage on optical discs.
Destroy

ISO 12037 addresses a small aspect of destruction, namely expungement; this is only rel-
evant is some environments.

The relationship between the standards and processes is shown below in a tabular form
that does not require colour. This table shows the processes in columns, and the standards
in rows. Where a tick (v']) is shown at the intersection of a row and a column it indicates that
corresponding standard is related to the corresponding the process.
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IS0 8601 Representation of dates vilivivlivl]y
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ISO 9834-8

Generation and registra-
tion of Universally Unique
Identifiers (UUIDs) and
their use as ASN.1 Object
Identifier components
(see also ITU X.667).

ISO 12033

Guidance for selection of
document image com-
pression methods.

IS0 12037

Recommendations for the
expungement of informa-
tion recorded on write-
once optical media.

IS0 12142

Media error monitoring
and reporting techniques
for verification of stored
data on optical digital data
disks.

ISO 12654

Recommendations for the
management of electronic
recording systems for the
recording of documents
that may be required as
evidence, on WORM opti-
cal disk.

IS0 14721

Open archival information
system - Reference model
(OAIS).

ISO 15444

JPEG 2000 image coding
system: Core coding sys-
tem.

I1SO 15489

Records Management.

1SO 15801

Information stored elec-
tronically - Recommenda-
tions for trustworthiness
and reliability.

I1SO 15836

The Dublin Core metadata
element set.

1SO 18492

Long-term preservation
of electronic document-
based information.

1SO 19005-1

Electronic document file
format for long-term
preservation.

1S0O 23081

Metadata for records.

ITU X.667

Generation and registra-
tion of Universally Unique
Identifiers (UUIDs) and
their use as ASN.1 object
identifier components.
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MoReq2

Updateandextensionofthe
Model Requirements for
the management of elec-
tronic records

<\

\

\

\

\

\

\

TIFF

Tagged Image File For-
mat.

X.509

ITU-T Recommenda-
tion X.509: Open systems
interconnection - The
Directory: Public-key
and attribute certificate
frameworks.

XKMS

XML Key Management
Specification.

XML

W3C Extensible Markup
Language.




(R APPENDIX

MoReqg2 has been written to ensure, as far as possible, compatibility with the original
MoReqg. The major innovation in this edition is the storage of records directly in classes,
without the use of files. This is covered in section 3.2; it should be noted that the ERMS can
be configured to disable this option.

The ability to create sub-files as well as volumes within files is also new to MoReq?2 (see
section 3.3). This does not raise any backwards compatibility issues, but is a major new
requirement.

Also the definitions of presentation and rendition have reversed from the previous MoReg.
See the glossary for a full definition of both terms.

The structure of MoReqg?2 mirrors that of MoReq, subject to some changes and several ad-
ditions. This section shows the correspondence between sections in MoReq and MoReq?2.

MoReq MoReq2
Chap. Title Chap. Title
Preface Preface: MoReq?2
1 Introduction 1 Introduction
1.1 Background 1.1 Background
1.2 Purpose and Scope of this 1.3 Purpose and Scope of this
Specification Specification
1.3 What is an ERMS? 1.4 What is an ERMS?
1.4 For What can this Specification 1.5 For what can this Specification
be Used? be used? 203
1.5 Emphasis and Limitations of this | 1.7 Emphasis and Limitations of this é
Specification Specification 3
1.6 Using this Specification 1.9 Customising this Specification E’;
1.7 Organisation of this Specification | 1.10 Organisation of this Specification %
1.8 Mandatory and Desirable 1.12 Mandatory and Desirable nzé
Requirements Requirements
1.9 Intellectual Property 1.6 Intellectual property rights
2 Overview of ERMS Requirements | 2 Overview of ERMS Requirements
2.1 Key Terminology 2.1 Key Terminology
2.2 Key Concepts 2.2 Key Concepts
2.3 Entity-Relationship Model 2.3 Entity-Relationship Model
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MoReq MoReqg2
Chap. Title Chap. Title
3 Classification Scheme 3 Classification Scheme and File
Organisation
3.1 Configuring the Classification 3.1 Configuring the Classification
Scheme Scheme
3.2 Classes and Files 3.2 Classes and Files
3.3 Volumes 3.3 Volumes and Sub-Files
3.4 Maintaining the Classification 3.4 Maintaining the Classification
Scheme Scheme
4 Controls and Security 4 Controls and Security
4.1 Access 4.1 Access
4.2 Audit trails 4.2 Audit trails
4.3 Backup and Recovery 4.3 Backup and Recovery
L4 Tracking Record Movements Deleted (covered in section 10.1)
4.5 Authenticity Deleted (covered in chapter 2)
4.6 Security Categories 10.15 Security Categories
5 Retention and Disposal 5 Retention and Disposition
5.1 Retention Schedules 5.1 Retention and Disposition
Schedules
5.2 Review 5.2 Review of Disposition Actions
5.3 Transfer, Export and Destruction | 5.3 Transfer, Export and Destruction
6 Capturing Records 6 Capturing and Declaring
Records
6.1 Capture 6.1 Capture
6.2 Bulk importing 6.2 Bulk Importing
6.3 Types of Document Deleted (covered in section 6.1)
6.4 E-mail Management 6.3 e-Mail Management
7 Referencing 7 Referencing
8 Searching, Retrieval and 8 Searching, Retrieval and
Rendering Presentation
8.1 Search and Retrieval 8.1 Search and Retrieval
8.2 Rendering: Displaying Records 8.2 Presentation: Displaying
Records
8.3 Rendering: Printing 8.3 Presentation: Printing
8.4 Rendering: Other 8.4 Presentation: Other
9 Administrative Functions 9 Administrative Functions
9.1 General Administration 9.1 General Administration
9.2 Reporting 9.2 Reporting
9.3 Changing, Deleting and 9.3 Changing, Deleting and
Redacting Records Redacting Records
10 Other Functionality 10 Optional Modules




MoReq MoReq2
Chap. Title Chap. Title
10.1 Management of Non-electronic 10.1 Management of Physical (Non-
Records electronic) Files and Records
10.2 Hybrid File Retention and 10.2 Disposition of Physical Records
Disposal
10.3 Document Management 10.3 Document Management and
Collaborative Working
10.4 Workflow 10.4 Workflow
10.5 Digital Signatures 10.7 Electronic Signatures
10.6 Encryption 10.8 Encryption
10.7 Electronic Watermarks etc. 10.9 Digital Rights Management
10.8 Interoperability and Openness Deleted (covered in chapters 5, 6
and 10.6)
" Non-Functional Requirements 1 Non-Functional Requirements
1.1 Ease of Use 1.1 Ease of Use
11.2 Performance and Scalability 11.2 Performance and Scalability
11.3 System Availability 11.3 System Availability
1.4 Technical Standards 1.4 Technical Standards
11.5 Legislative and Regulatory 11.5 Legislative and Regulatory
Requirements Requirements
11.6 Outsourcing and Third Party 11.6 Outsourcing and Third Party
Management of Data Management of Data
1.7 Long Term Preservation and 1.7 Long Term Preservation and
Technology Obsolescence Technology Obsolescence
12 Metadata Requirements 12 Metadata Requirements
12.1 Principles 12.1 Principles
12.2 Organisation of the Remainder App. Introduction
of this Chapter 9.1
12.3 Classification Scheme Metadata | App. Classification Schemes
Elements 9.7.1
12.4 Class and Electronic File App. Classes, Files, Sub-Files,
Metadata Elements 9.7.2 Volumes
12.5 Metadata Elements for App. Classes, Files, Sub-Files,
Electronic File or Electronic File | 9.7.2 Volumes
Volume
12.6 Electronic Volume Metadata App. Classes, Files, Sub-Files,
Elements 9.7.2 Volumes
12.7 Record Metadata Elements App. Classes, Files, Sub-Files,
9.7.2 Volumes
12.8 Record Extract Metadata App. Record Redactions
Elements 9.7.3
12.9 User Metadata Elements App. Agents (Users, Groups and
9.7.8 Roles)
12.10 | Role Metadata Elements App. Agents (Users, Groups and

9.7.8

Roles)
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MoReq MoReqg2
Chap. Title Chap. Title
12.11 Customisation Notes for App. Customisation Notes for
Metadata Requirements 9.9 Metadata Requirements
13 Reference Model 13 Reference Model
13.1 Glossary 13.1 Glossary
13.2 Entity-Relationship Model 13.2 Entity-Relationship Model
13.3 Entity-Relationship Diagram 13.3 Entity-Relationship Narrative
Narrative
13.4 Access Control Model 13.4 Access Control Model
ANNEXES APPENDICES
Ann. 1 | Reference Publications App. 1 | Reference Publications
Ann. 2 | Development of this App. 2 | Development of this
Specification Specification
Ann. 3 | Use of this Specification in App. 3 | Use of this Specification in
Electronic Form Electronic Form
Ann. 4 | Acknowledgements App. 4 | Acknowledgements
1 Project Team App. Project Team
4.1 Editorial Board
App.
4.2
2 Validation Organisations App. DLM Forum
4.3 Review Panellists
App.
4.4
3 Trademarks App. Trademarks
4.5
Ann.5 | Correspondence to Other App.5 | Correspondence to Other
Models Models
1 Correspondence to Dublin Core | App. 1S015836 - The Dublin Core
Metadata Model 5.2 metadata standard
2 Correspondence to Pittsburgh - -
metadata model
Ann. 6 | Date Processing App. 6 | Date Processing
Ann. 7 | Standards and Other Guidelines | App.7 | Standards and Other Guidelines
1 Standards App. Standards
7.1
2 Other Guidelines App. Other Guidance
7.2
3 Accessibility Guidelines App. Accessibility Guidelines and
7.3 resources
4 Long Term Preservation App. Digital Preservation Guidelines
Guidelines 7.4




METADATA MODEL

Appendix 9 contains the MoReq2 metadata model. Because of its length, and to ease cross
referencing, it is published in electronic form only, at www.dlm-network.org/moreq?2.
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